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Motivation
e Selecting € in (L)DP — open challenge €-LDP: For any two inputs x,x' € Domain(¥) and
e Balancing privacy vs. utility is difficult for any output y € Range(WV):
e Practitioners lack tools for tuning & evaluation ) ,
. Pr{¥(z) =y < e"Pr[¥(z’) = y|
Our Solution: LDP-Toolbox
e First web-based benchmarking system for LDP :
e Visualizations for utility & attackability thbgn‘“ LDP-Toolbox is available on PyPI =),
e Flexible parameter tuning across 8 protocols ' pip install 1dp-toolbox .
e Customizable data loader
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Core Metrics @x_, 5 Y,
o Utility loss [1] 9 v, S 3y B
L. 5 (é)-» S = 7
o Estimation error (e.g., MSE) = v B g
e Attackability [2, 3] @x_, aQ ),
R truction risk T —
_ o Reconstruc e = AO) )
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LDP-Toolbox Modules Workflow Example (Custom Upload)
il Analytical Visualization 1 Upload dataset and set parameters
o Compare theoretical utility vs. attackability o g-range, protocols, ...
P Custom Upload 2,3 Compare trade-offs
o Explore trade-offs with your own dataset o Attackability vs. utility results
Protocol & € Selection (Future Work) 4 Visualize estimatated vs. real distribution
. Automatic protocol and € recommendation )L © Select best protocol y
+! LDP Toolbox
Il Analytical Visualization Custom Upload
'Upload Custom Dataset f Attackability :f Utility Loss \: :fDistribution & Heatmap |
Attackability for Low € = 2.50 : | Crooseauily Mevic: :EZEZE”'”M”“
Drag and Drop or Select CSV File I vsem ! choose an epsiton range between low, medium and high
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Select Protocol(s):
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Generalized Randomized Response (GRR)
Binary Local Hashing (BLH)

Optimized Local Hashing (OLH)
Symmetric Unary Encoding (SUE)
Optimized Unary Encoding (OUE)

Subset Selection (SS)

Summation with HE (SHE)

Thresholding with HE (THE)
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Utility Loss for Low £ = 2.50

Real vs Estimated Distribution for High € = 10.00 with MSE = 0.73
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