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Context

• Trajectory data enable unprecedented studies across disciplines

• Yet these personal data are also highly sensitive
• Can leak private information like residence and workplace locations, commuting 

habits, daily schedules, religious beliefs, or visits to sensitive places

• The collection, processing, and sharing of trajectory data are heavily regulated and  
very limited, which generally curbs scientific research and technological innovation 
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YJMob100K – Largest Public Release of 
Human Mobility
• Recent dataset[1] of 100k user trajectories

• Has spatial generalization on a grid, time binning, and date omission

• Enough protection? Can we recover Location and Time?
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Re-Identifying the Spatial 
Dimension
Exploiting spatial structure and density
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Location Re-Identification
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Population across 
grids

Possible transformations

Clustered correlation between 
released and public population
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High Spatial Correlation
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Nagoya appears to 
better in per-grid 
correlation

Nogoya has 0.98 
clustered 
correlation!
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Confirmed Location: Nagoya
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Transformed co-ordinates has visual resemblance as well!

Meters level precision to the city - center by further maximizing population correlation



Re-Identifying the 
Temporal Dimension
Exploiting Activity Patterns, Public Events, Anomalies
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Identifying Weekdays
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Daily Activity

Clear cluster of work-days vs non when looking at 
traffic in top residential areas
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Identifying the Exact Date – Public 
Holidays

How Tough Is Location Anonymization? Re-identifying 100K Real-User Trajectories in Japan 8-jun-26 10

A single sequence satisfies: the dataset begins on 15 September 2019 (Day 0)!

Respect for the Aged Day 
(16/09/2019)

Autumn Equinox 
(23/09/2019)

Health and Sports 
Day (14/10/2019)

Enthronement Ceremony Day
(22/10/2019)Culture Day Observed 

(04/11/2019 )
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Additional Timeline Validation
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1. Activity anomaly on Day 27

2. Event correlation at Port Messe

Typhoon Hagibis (12/10/2019 )



Privacy Risks for Users in 
YJMob100K
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Significant Privacy Risks Found
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Uniqueness probability rapidly increases
with the number of spatio-temporal constraints 𝑚, even 
with coarse temporal tolerance Δ

With two points it jumps to near-certain re-identification

≈68% of users have unique home–work pair



Possible Sanitization 
Techniques
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Geo-Indistinguishability
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For any point 𝑥2 within distance 𝑟 of 𝑥1, output distributions are bounded by 𝑙= 𝜖𝑟

Point-wise mechanisms does not fully obscure high-level structural information! 
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Generalized Randomized Response (GRR)
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True cell with probability 𝑝, and with 1−𝑝 a uniformly drawn cell

Either low re-identification rate or high utility!
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Spatial De-Structuring
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Correlation drops to 40% but Nagoya still emerges as the top candidate (by 10%) city

Randomly permutes the grid-cell indices independently for each user



Outlook
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Takeaways

•First end-to-end reversal of a large-scale anonymized 
mobility release

•A strong warning: as long as structural information in space 
and time is left intact, “anonymized” trajectories can still be 
traced back to individuals

•Urgent need for new privacy mechanisms to protect this 
structural leakage
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Thank You! Questions?
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