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Motivation

e Local Differential Privacy (LDP)

1. Private value 2. Add noise (€) 3.Submit to the server

) Randomised
‘ mechanism ‘

o
\‘

e Widely used for frequency estimation in large datasets

e How to compare LDP mechanisms?



Motivation

Bounds worst-case distinguishability

8 Is it enough to Ranking by utility for a given budget €

compare mechanisms? )
Fail to account: Strength of protocols

against diverse attacker models.

!

Data
. : Re-identification
What does it mean for one LDP protocol to - -

be strictly more private than another?

‘-_‘.
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Contributions

1. Unified QIF-based formal model for comparing 7 LDP mechanisms.

o Metric-independent
o Refinement relations

2. Refinement: Is A strictly more private than B?
3. Bridge LDP and QIF literatures.

4. Correct an error in the analysis of Local Hashing (LH) vulnerability.



Quantitative Information Flow (QIF)

An election with candidates and voters.

Secrets X Observables Y
>
Prior Ballots ’g VOTE Winner '%’ Updating

knowledge knowledge

to

T =

Prior vulnerability

Vo(m) VMAX(m)

Posterior vulnerability

Vy(m,C) V"4 (m,C)

Gain function g:
Adversary's objective
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Quantitative Information Flow (QIF)

An election with candidates and voters.

Secrets X ﬁ Observables Y

> . >
Ballots ' VOTE Winner 'g}'
= L . I ; ,;,

Leakage
Average case AR Max case
4
Lm0y = VamO) B (x.0) — V4% (m,C)
g\’ Vg(ﬂ) Y ! VgMAX (7-‘-)



Capacity

Average case capacity [1]

ML(C) = max L,(m,C)

™9
= E max Cy
T Y

y

_ 1, if guess = secret
Bayes gain = _
, otherwise

[1] M.S.Alvim, K. Chatzikokolakis, C. Palamidessi, and G. Smith, “Measuring
information leakage using generalized gain functions,” in 2012 IEEE 25th Computer
Security Foundations Symposium, pp. 265- 279, IEEE, 2012.

Max-case capacity [2]

MLMAX(C) = max LYY (7, C)

g J

:66

[2] N.Fernandes, A. Mclver, and P. Sadeghi, “Explaining € in local differential privacy
through the lens of quantitative information flow,” in 2024 IEEE 37th Computer Security
Foundations Symposium (CSF), pp. 419-432, 2024. 6



Refinement

Does A leak more information than B?

e Regardless the prior knowledge

e Regardless the objective (gain function)

AC B

B refines A ‘ A always leaks more than B




f-differential privacy

e Characterizes privacy guarantees in terms of hypothesis testing.

e Supports comparison of mechanisms

-~ i Type-l (&) error
H,: target not in o ype-l (@)

151 the data ol

Adversary

Type-lI (B) error

A H.: target )
inlthe s Trade-off function TM(Q) — 5




Formal model

) Randomised
‘ mechanism ‘ "v"
=

Adversary

X=1{1, ..., k}

MCL(C)

Average-case capacity



Leakage measures

Adversarial Success Rate (ASR) :
Ratio of clients whose true value is correctly predicted.

ASR(C) = Vi(w, C) m) ASR(C) = ML(C)/k

Min-entropy leakage:
X =R.V. Set of secrets
Y = R.V. Channel's set of outputs 1]

Lo(X |Y) = Ho(X) — Ho(X |Y) mmp Loo(X |Y) = log(ML(C))

[1] M. S. Alvim, K. Chatzikokolakis, C. Palamidessi, and G. Smith, “Measuring information leakage using generalized gain functions,” in 2012 IEEE
25th Computer Security Foundations Symposium, pp. 265- 279, IEEE, 2012. 10



LDP Protocols and their leakages

How many times did you

say "I'll do it tomorrow" b .. ,%

this week?
Y ={1,...,k} Ana

GRR: Generalized Randomised Response

_____________________________________________________

_____________________________________________________
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LDP Protocols and their leakages

How many times did you

say "I'll do it tomorrow" b .. ,@

this week?
Y ={1,...,k} Ana

SS: Subset Selection




LDP Protocols and their leakages

Y ={1,...,k}

How many times did you
say "I'll do it tomorrow" b .. .w
this week?

Ana

Local Hashing protocols (BLH and OLH)

Pick a random oo -
hash function H ncoae pply noise
(HVv')

9 GGRR @
V'

’ ’ ’ ’g}

Server
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LDP protocols and their leakages

Local Hashing Protocols (BLH and OLH)

ASR presented in [3]: Our correction:
e ek k €
o g+ (g—1)(1—¢)
(65+g—1)-max{§,1} ‘ ASR('C’% ): (€€+g_1)(kgk_1)

—&— Gursoy's equation —8— Our equation =---- Empirical

-

120 160 200 2 30 120 160 200

[3] M. Emre Gursoy, L. Liu, K.-H. Chow, S. Truex, and W. Wei, “An adversarial approach to protocol analysis and selection in local differential privacy,” IEEE
Transactions on Information Forensics and Security, vol. 17, pp. 1785-1799, 2022.
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LDP Protocols and their leakages

How many times did you

say "I'll do it tomorrow" b .. ,w

this week?
Y ={1,...,k} Ana

Unary Encoding protocols (SUE and OUE)

One-Hot Fl|p each o] &
encodlng

->\

Server




LDP Protocols and their leakages

How many times did you
say "I'll do it tomorrow" b .. .w
this week?

Ana

Y ={1,...,k}

THE: Threshold with Histogram Encoding

One-Hot A |
encoding Laplacian noise '
- N
3 0010 0.3,-0.4,1.1,2 N
N

_______________________________________________________
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2x2 channels

Define a 2x2 channel as SUE, OUE and THE
1 — @T Type-| error
R - (0000000000010
Type-Ill error

Lemma 1: Let A and B be 2x2 channels.

AC B = A% C B

Bitwise refinement implies full-vector refinement.

14



Relation QIF and f-differential privacy

Lemma 2: Let C,D be 2x2 channels with trade-off points (& 3.) and (&, B,)-

The following statements are equivalent:

1. CCD
1 — 1 —
) Be < Bp and 502 Bp
l—OéC 1 —ap Qo ap
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Refinement relations

1. SUE IZ OUE and OUE IZ SUE

2. SUE C THE

3. OUE C THE exactly when

- 2In(ef + 14 (/2 — 1)(v/ef + 1)) — e — 2In 2
a €

7
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A refinement for OUE and SUE

By the results in [1], there is a mechanism M. = S. min O. which is the

anti-refinement of OUE and SUE protocols, i.e., always leaks more information.

[1] N. Fernandes, A. Mclver, and P. Sadeghi, “Composition theorems for f-differential privacy,” arXiv preprint
arXiv:2512.21358, 2025.
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Max-case refinement

We show that average-case refinement coincides with max-case refinement.

ACB — ACMAX B
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Experiments

Comparison of Bayes Capacity of all protocols, for k=50.

For THE, 6=3/4, and all other protocol-specific parameters are optimal.
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Experiments

Comparison of Bayes Capacity of all protocols, for k=50.

For THE, 6=3/4, and all other protocol-specific parameters are optimal.

SUE IZ OUE and
OUE Z SUE

pacity
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Experiments

Comparison of Bayes Capacity of all protocols, for k=50.

For THE, 6=3/4, and all other protocol-specific parameters are optimal.

SUE C THE
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Experiments

Comparison of Bayes Capacity of all protocols, for k=50.

For THE, 6=3/4, and all other protocol-specific parameters are optimal.

Converges to k
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Experiments

Comparison of Bayes Capacity of all protocols, for k=50.

For THE, 6=3/4, and all other protocol-specific parameters are optimal.

Converges to a value
slightly higher than k

pacity

o~
O
7
>
-
=
=
m

19



Experiments

Comparison of Bayes Capacity of all protocols, for k=50.

For THE, 6=3/4, and all other protocol-specific parameters are optimal.
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Experiments

Comparison of Bayes Capacity of all protocols, for k=50.

For THE, 6=3/4, and all other protocol-specific parameters are optimal.
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Experiments

Kosarak dataset: Sequences of actions - 7
---- OQUE === SUE —e— THE —— Threshold

e=2

(clicks) performed by users while browsing | ) ced

a website, from a Hungarian news

portal.

e 41,270 distinct actions
e 38kk actions performed by 990k users.

Comparison of ASR
Sample of 10,000 actions, .
tOp 10 most frequent actions. o ). & 09 10 05 06 07 08 09 10

7
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Experiments

Kosarak dataset: Sequences of actions
(clicks) performed by users while browsing
a website, from a Hungarian news

portal.

e 41,270 distinct actions
e 38kk actions performed by 990k users.

Comparison of ASR
Sample of 10,000 actions,
top 10 most frequent actions.
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Threshold
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Experiments

Kosarak dataset: Sequences of actions

---- QUE | —— SUE —— Threshold
£€=2
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top 10 most frequent actions.




Experiments

Kosarak dataset: Sequences of actions
(clicks) performed by users while browsing
a website, from a Hungarian news

portal.

e 41,270 distinct actions
e 38kk actions performed by 990k users.

Comparison of ASR
Sample of 10,000 actions,
top 10 most frequent actions.
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Experiments

Kosarak dataset: Sequences of actions
(clicks) performed by users while browsing

a website, from a Hungarian news —

portal. zf 0.00012
-

" 0.00010

e 41,270 distinct actions 0.00008
e 38kk actions performed by 990k users.

Comparison of MSE
Sample of 10,000 actions, e
uniformly atrandom ;! ).7 0.8 .0 0.5 06 07 08 09 10

7
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Limitations & Future work

e Analyze more complex tasks: heavy hitter discovery, multidimensional data.
e Refinement relations for SS and LH.
e Compositional properties of refinement:

o What happens under sequential composition of a protocol?

e Extension to Metric-LDP (e.g., Geo-indistinguishability)
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